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CHAPTER 5: MANAGEMENT TOOLS 
Objectives 

The objectives are: 

• Describe how to secure web services and the steps to assign roles to 
methods. 

• Explain how to handle exceptions.  
• Use policy to control web services operations. 

Introduction 
Management Tools for the Web Services for Microsoft Dynamics GP are console 
applications that manage security, exceptions, and policy. Security, policy, and 
permissions are managed in the Dynamics Security Console. Exceptions are 
viewed in the Dynamics GP Web Service Exception Management console.  

In the Management Tools: 

• Use the policy object to manage how business objects are created, 
updated, deleted, or voided.  

• Create or modify roles by changing tasks and operations to meet 
specific business requirements.  

• Map users to appropriate roles.  
• View detailed exception information.  

Scenario 
You are creating an application that uses Microsoft Visual Studio 2005 that 
updates customers by calling the Web Services for Microsoft Dynamics GP. 
When you try to run the code from your computer, you receive the following 
error message: 

Insufficient authorization to perform this action 

To resolve the error message, correctly configure permissions for the user you 
are currently logged in as. 
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Security 
Security for the Web Services for Microsoft Dynamics GP differs from security 
for Microsoft Dynamics GP. Users created in Microsoft Dynamics GP cannot be 
granted permission to execute the web service. Similarly, users created to execute 
the web service cannot automatically log into Microsoft Dynamics GP to access 
the accounting data. 

Security Overview 

Security for the Web Services for Microsoft Dynamics GP is controlled through 
the Dynamics Security Console and the Dynamics Security Web Service. The 
Dynamics Security Web Service is installed on the same web server as the 
Dynamics GP Web Service. By using this service, the administrator can 
configure which users and groups can execute the web service method operations 
provided by the Web Services for Microsoft Dynamics GP. If an application tries 
to run a web service method for which the current user does not have access, a 
security exception is raised and the action is prevented. 

The Dynamics Security Console is a snap-in for Microsoft Management Console 
(MMC). 

FIGURE 5.1 DYNAMICS SECURITY CONSOLE 

Web Services for Microsoft Dynamics GP security is based on roles and is 
broken down as follows: 

• Roles consist of specific permissions.  
• Users or groups are assigned to a role matching the level of security 

they must be granted.  
• Roles contain operations, tasks, and sometimes other roles.  
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• Operations are actions taken using the web service. An example of 
an operation is CreateCustomers.  

• Tasks contain operations or other tasks and are used to create a 
grouping of operations that might have similar permissions around 
them. Also, tasks help reduce the number of operations that must be 
assigned to individual users or groups.  

• Roles are assigned to users or groups in order to control the actions 
that specific user or group can perform. When assigning a user or 
group to a role, specify the companies for which the role must 
control access.  

You can add individual Windows Users or Enterprise and Application Level 
Groups to a role. Enterprise and Application Level Groups are predefined groups 
in the Dynamics Security Web Service and are displayed in the Dynamics 
Security Console. You cannot add Windows groups to roles, just the two 
predefined groups and Windows Users. When a user is assigned to a role, the 
user has permission to all operations assigned to the role.  

The difference between Enterprise and Application Level Groups is the level of 
clearance given to each group. Enterprise Level Groups are used for all 
applications for which the Dynamics Security Web Service is controlling access. 
One of those applications is the Web Services for Microsoft Dynamics GP. 
Application Level Groups are used just for the Web Services for Microsoft 
Dynamics GP. 

 
FIGURE 5.2 DYNAMICS SECURITY WEB SERVICE PROCESS FLOW 
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The figure illustrates how the Dynamics Security Web Service works. Start by 
calling the GetItemList method. The call is made by a Windows user who has a 
logon name of davidj. When the call is made, the Web Services for Microsoft 
Dynamics GP communicates with Dynamics Security Web Service to determine 
whether davidj has the appropriate rights to make the call. Specifically, the 
service evaluates the roles to identify whether any of them have been assigned 
the View Sales Items operation. This operation is required to call the GetItemList 
method. 

In this scenario, davidj is assigned to the WMS Role which contains the Manage 
WMS Item and Pricing task. The Manage WMS Item and Pricing task consists of 
additional tasks. One of these is the View Items task. The View Items task 
contains the View Sales Items operation. Therefore, davidj has been assigned the 
appropriate role to call the GetItemList method.  

Dynamics Security Console 

Use the Dynamics Security Console to manage Dynamics Security groups, roles, 
role assignments, and tasks. 

Opening the Dynamics Security Console 

To access the Dynamics Security Console, click Start, point to Administrative 
Tools, and then click Dynamics Security Console. 

Dynamics Security Groups 

There are two predefined groups available in the Dynamics Security Console: 
Enterprise Level and the Application Level. By default there are no groups added 
to either level; however, you can add new groups in the Dynamics Security 
Console. This content focuses on security for the Web Services for Microsoft 
Dynamics GP; therefore, Application Level Groups may be used. Granting rights 
to other applications by using an Enterprise Level Group is not covered in the 
content. 
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Add a New Group to the Application Level Group 

To add a new group to the Application Level Group, follow these steps: 

1. In the Dynamics Security Console, expand the Microsoft Dynamics 
Security node, expand the DynamicsGPWebServices node, and 
then select Application Level Groups. 
 

FIGURE 5.3 APPLICATION LEVEL GROUPS IN THE DYNAMICS SECURITY 
CONSOLE 

2. Click Actions and then click New.  
3. In the New Application Level Group window, type the name of the 

new group and optionally, provide a description. For this example, 
type Training Group as the name of the group.  

4. Click the User Members tab, and then click Add to add Windows 
users to the group.  

5. Click OK to close the New Application Level Group window.  
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Roles 

There are multiple roles created during the Web Services for Microsoft 
Dynamics GP installation. These roles are for common types of users who use 
the Web Services for Microsoft Dynamics GP. Tasks are assigned to the roles 
that represent common operations performed by the user. 

Consider the Shipping and Receiving role. Users who ship and receive must view 
sales transactions and manage inventory transfers. If a user is assigned to the 
Shipping and Receiving role, they need permission to do all the tasks within the 
role. The figure shows the tasks that are assigned to the Shipping and Receiving 
role. 

 
FIGURE 5.4 SHIPPING AND RECEIVING ROLE TASKS 

Security can be customized to fit specific business requirements by doing one of 
the following: 

• Creating new roles  
• Combining tasks and operations on new or existing roles  
• Assigning roles to other roles to share tasks and operations  
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Role Assignments 

Windows users or Application Level Groups can be assigned to roles. To view 
role assignments, select the Role Assignments node in the Dynamics Security 
Console. Existing assignments appear in the middle pane. 

FIGURE 5.5 EXISTING ROLE ASSIGNMENTS 

Assign Users or Groups to a Role 

To add or modify role assignments, follow these steps: 

1. In the Dynamics Security Console, click Role Assignments, click 
Actions, and then click Add.  

2. Select the role to configure from the Role drop-down list.  
3. Click Add Windows User or Add Group to select the user or group 

to assign to the role.  
4. Select either the All Companies option or Individual Companies 

option to indicate in which company the role assignment needs to be 
available, and then click OK.  
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Tasks 

Tasks can be viewed in the Dynamics Security Console by selecting the Tasks 
node. There are many tasks created during the installation of the Web Services 
for Microsoft Dynamics GP. 

These tasks contain groupings of operations that have similar functionality. For 
example, the Manage Vendors task has operations that are pertinent to managing 
vendors, such as Create Vendor and View Vendor Addresses. 

 
FIGURE 5.6 MANAGE VENDORS TASK OPERATIONS 

 

NOTE: You must reset IIS for security changes that you make in the Dynamics 
Security Console to take effect. At a command prompt type iisreset.  
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Lab 5.1 - Set Permissions 
Scenario 

You have created a method that calls the GetSalesOrderList method. However, 
the web service call fails when it is run from your computer because you are not 
authorized to make the call. You must create the appropriate permissions for the 
current user, Administrator, so that you can successfully call the 
GetSalesOrderList method. 

Challenge Yourself 
1. Add a new Role.  
2. Add the View Sales Transactions task to the role.  
3. Grant access to the role for the Administrator in the Sample 

Company.  
4. You now have the appropriate rights to call the GetSalesOrderList 

method. You can verify these rights by calling the ListSalesOrders 
method in the Customers class in the GP_DEV_TOOLKIT project.  

Need a Little Help? 
1. Add a new Role in the Dynamics Security Console.  
2. In the Add Role Definition window, add the View Sales 

Transactions task.  
3. Use Role Assignments to grant access to the role for the 

Administrator in the TWO sample company.  
4. Reset IIS.  
5. You now have the appropriate rights to call the GetSalesOrderList 

method. You can verify these rights by calling the ListSalesOrders 
method in the Customers class in the GP_DEV_TOOLKIT project.  
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Exceptions 
This topic investigates exceptions you may encounter when making a call to the 
web service. When an error occurs because of a web service call, it is returned by 
the web service as a SoapException. Errors are also logged in the DYNAMICS 
database and are available in the Dynamics GP Web Service Exception 
Management console. 

The web service classifies the SoapException as either a system exception or 
validation exception. System exceptions are events that prevent the regular 
completion of web service method calls. Validation exceptions occur when the 
data passed into a web service method violates the data validation rules for an 
object. 

The web service maintains an exception log that contains detailed information for 
each exception that occurs. Web methods also provide access to validation 
exception log entries so that they can be handled or displayed by the application 
that is calling the web service. View the exception log entries through the 
Dynamics GP Web Service Exception Management console to help troubleshoot 
problems encountered by web service methods.  

Dynamics GP Web Services Exception Management 
Console 

To view logged exceptions, use the Dynamics GP Web Services Exception 
Management console. This snap-in retrieves and displays exceptions logged by 
the web service. 

 
FIGURE 5.7 DYNAMICS GP WEB SERVICES EXCEPTIONS CONSOLE 

Opening the Dynamics GP Web Services Exceptions Console 

To open the Dynamics GP Web Services Exceptions console, click Start, point 
to Programs, click Administrative Tools, and then click Dynamics GP Web 
Services Exceptions Console. 
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Selecting Exceptions to Display 

The console can display system exceptions, validation exceptions, or both. Use 
the pane on the left to select which type of exception to view. The date controls 
at the top of the console specify the date range of the exceptions to display. By 
default, exceptions encountered on the current day are displayed. 

System Exceptions 

A system exception occurs when an unexpected event prevents the regular 
completion of a web service method. The web service returns a SoapException to 
indicate the error occurred, and then logs the details of the error message in the 
exception log. 

To help improve security, a generic system exception message is returned to the 
user. This message tells the user to contact the system administrator for more 
information about the error. The details of the exception must be examined by the 
web service administrator. 

A logged data exception object represents a system exception. To 
programmatically retrieve a logged data exception object, use the 
GetLoggedExceptionDataByKey method together with the log ID of the 
exception. 

The GetLoggedExceptionDataList method returns a list of logged exception 
summary objects during a specified time period. 

System Exception Details 

To view detailed information for a system exception, select it in the list of 
exceptions, click Actions, and then click Properties. Detailed properties for the 
system exception appear. 

 
FIGURE 5.8 EXCEPTION PROPERTIES WINDOW 
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Some exceptions show additional details when you click View Exception Detail. 
Use the additional information provided, such as the message and stack trace, to 
help determine the cause of the exception. 

 
FIGURE 5.9 EXCEPTION DETAIL WINDOW 

 

NOTE: There may be several levels of inner exception details to drill into. 
Make sure to examine all levels for useful troubleshooting information.  

 

On the Exception Properties window, click View Request XML to read the 
complete XML message sent to the web service for processing. 

Validation Exceptions 

A validation exception occurs when an object contains data that violates the 
validation rules of the web service. A validation result object contains the 
detailed exception information from the exception log. An application that uses 
the Web Services for Microsoft Dynamics GP can trap these validation 
exceptions and display an appropriate message that states the validation issues. 

The following sample demonstrates how to catch and retrieve a validation 
exception. Notice how the purchase receipt object and the CreatePurchaseReceipt 
method create a situation that causes a validation exception. The try and catch 
blocks of code trap and handle the SoapException, respectively. 

 

NOTE: The System.Web.Services.Protocols namespace is referenced so that the 
SoapException class is available in the code.  
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The SoapException contains an ID which identifies the exception in the web 
service exception log. The GetLoggedValidationResultByKey method retrieves 
the validation result object for the log ID specified as the first parameter and the 
context object which is passed as the second parameter. 

 

FIGURE 5.10: EXCEPTION PROPERTIES FOR A VALIDATION EXCEPTION 

 

//C# 

catch(SoapException soapErr) 

{ 

//If a validation exception occurred, the log id will be in 
a child node 

 

if(soapErr.Detail.HasChildNodes == true) 

{ 

//Create a GUID for the log id value in the SoapException 

Guid guid = new Guid(soapErr.Detail.InnerText); 

 

//Get the validation result object 

Validation Result validationResult = 
wsDynamicsGP.GetLoggedValidationResultByKey(guid, context); 
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//Display the number of validation exceptions 

MessageBox.Show(“Number of validation exceptions: “ + 
validationResult.Errors .Length.ToString()); 

} 

} 

 

'VB .NET 

Catch soapErr as SoapException 

'If a validation exception occurred, the log id will be in 
a child node 

 

If soapErr.Detail.HasChildNodes = True Then 

'Create a GUID for the log id value in the SoapException 

Dim logGuid as Guid = new Guid(soapErr.Detail.InnerText) 

 

'Get the validation result object 

Validation Result validationResult = 
wsDynamicsGP.GetLoggedValidationResultByKey(logGuid, 
context) 

 

'Display the number of validation exceptions 

MessageBox.Show(”Number of validation exceptions: “ + 
validationResult.Errors .Length.ToString()) 

End If 

End Try 
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Validation Exception Details 

To view detailed information for a validation exception in the exceptions 
console, select it in the list of exceptions, click Actions, and then click 
Properties. Detailed properties for the validation exception appear. 

Click View Validation Results to see additional details about the validation 
error or validation warnings that were logged. This additional detail can help to 
determine what validation rules have been broken. 

 
FIGURE 5.11 ADDITIONAL EXCEPTION INFORMATION 
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Lab 5.2 - Create an Exception 
Scenario 

You have created a method that calls the GetPricingList method. An exception is 
returned when trying to execute the call. View the exception in the Dynamics GP 
Web Services Exceptions console to determine the cause of the error. Using the 
detailed exception information, try to resolve the error message. 

Challenge Yourself 
1. Using the GP_DEV_TOOLKIT project, add a method to call the 

GetPricingList method. Set the Id property of the companyKey 
object to an invalid value.  

2. Start the application, step through code to view the exception.  
3. View the exception in the Dynamics GP Web Services Exceptions 

console.  
4. Return to Visual Studio, change the code to resolve the error 

message, and then retest.  

Need a Little Help? 
1. Add a new class to the GP_DEV_TOOLKIT project.  
2. Add a method that will call the GetPricingList method. Set the Id 

property of the companyKey object to 536.  
3. Add a button to the form and use the click event of the button to call 

the method created in step 2.  
4. Step through the method call to view the exception.  
5. Open the Dynamics GP Web Services Exceptions console. Locate 

the All Exceptions node to see the error message that was generated.  
6. View the details of the error message.  
7. Return to Visual Studio, change the code to resolve the error 

message, and then retest.  
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Policy 
Policy is a security-related feature for the Web Services for Microsoft Dynamics 
GP. The policy system enables the web service administrator and the application 
that uses the web service to control how business objects are created, updated, or 
deleted. 

Policy Overview 

Each create, update, delete, and void web service operation has a policy object 
that is passed together with the operation. This policy object specifies the set of 
behaviors for the operation. Each behavior controls one characteristic for the 
operation being performed. For example, the policy for the CreateCustomer 
method has the behavior named “Create Active Behavior.” This behavior 
controls whether the customer being created is set to the active or inactive state. 

Behaviors are classified as internal or external. An internal behavior is one that 
can only be specified by the web service administrator. An external behavior is 
one that can be specified by the application that is calling the web service method 
and passing in the policy object. 

NOTE: You must reset IIS for security changes made in the Dynamics Security 
Console to take effect. At a command prompt type iisreset.  

NOTE: Some policies do not have behaviors. However, even without behaviors, 
the policy object must be passed together with the call to the web service 
method.  

Policy Instances 

Each company has a set of default policies that are always available. There is one 
default policy for each web service operation that requires a policy. Within a 
company, additional versions of the policy that contain different behavior 
settings can be created for each role defined in the Web Services for Microsoft 
Dynamics GP. Each additional version of the policy is called a policy instance. 
When a web service application retrieves a policy to use, the Web Services for 
Microsoft Dynamics GP applies logic to make sure that the appropriate policy 
instance is returned. 

Policy Reference 

The Dynamics GP Web Service Reference Help file contains a complete list of 
the default policies that are defined for the operations in the web service. All 
behaviors, internal and external, are listed and a description of what the behavior 
does is included. 
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Policy Example 

The figure shows how the policy object can be used in an UpdateSalesOrder 
method call. This call shows how internal and external behaviors may affect the 
sales order being created. 

 
FIGURE 5.12 USING POLICY WITH THE UPDATESALESORDER METHOD 

Start by calling the GetPolicyByOperation method to retrieve external behaviors 
that can be modified for the sales order. Remember external behaviors can be 
modified in code and internal behaviors can only be modified in the Dynamics 
Security Console. One of the behaviors that can be edited is Bin Quantity 
Shortage. In the code, you can decide to override bin shortages. This means if 
there is a bin shortage for a line item on the sales order, the shortage is 
overridden and the sale is allowed. 

When calling the UpdateSalesOrder method, pass in the external behaviors 
including the Bin Quantity Shortage behavior. Before the order is created, the 
Web Services for Microsoft Dynamics GP checks internal behaviors to determine 
how the sales order will be created. 

One of the internal behaviors is Assign Bin Behavior. In this scenario, the 
behavior is set to Assign Bin. Therefore, bins are automatically assigned to sales 
order line items. As soon as the web service has internal and external behavior 
information, the sales order can be updated based on these behaviors. 
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Configure Policy from the Dynamics Security Console 

Most of the configuration for web service policy is performed by using the 
Dynamics Security Console. The Policy node in the left pane provides access to 
all the policies defined for web service operations. 

Information about how to configure policy using this console can be found in the 
Microsoft Dynamics GP Web Services Installation and Administration Guide. 

Policy Related Web Methods 

Several web methods are available in the web service to configure policy settings 
from a web service application. Details about these web methods can be found in 
the Dynamics GP Web Service Reference Help file. Each policy-related web 
service method provides a detailed example that demonstrates its use. 

To use the methods in this topic the calling user must be assigned to a role that 
can perform the operations in the Manage Policies task. The Policy Administrator 
role provides these capabilities. 

The following table documents the web methods that are used to obtain policy 
information and their use:  

Description Web Methods 

Obtain a list of available policies GetPolicyList 
GetPolicyListByRoleKey 

Obtain a list of the roles for the various policy 
instances that have been created for a policy 

GetPolicyRoles 

Retrieve policy instances for use in an application 
that references the Dynamics GP Web Service 

GetPolicyByKey 
GetCompletePolicyByKey
GetPolicyByOperation 

Create, update, or delete policy instances for 
specific policies 

CreatePolicy 
UpdatePolicy 
DeletePolicy 
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Use Policy Programmatically 

The create, update, delete, or void web methods require the appropriate policy 
object to be passed to them. Your application must retrieve the appropriate policy 
instance and control the external behaviors for the policy. 

To retrieve a policy instance to use for a web service method, use the 
GetPolicyByKey or GetPolicyByOperation method. The selected method 
depends on whether you want GUIDs in the code to identify policies, or string 
values for operation names. 

• GUIDs - use the GetPolicyByKey method  
• String values - use the GetPolicyByOperation method  

When a web service application retrieves the policy instance, the appropriate 
policy is returned based on the context object. The policy information comes 
from the company specified by the context object. Note the following: 

• If the context object has a role specified, the policy instance defined 
for that role is returned.  

• If no policy instance exists for that role within the specified 
company, the default policy for that operation is returned.  

• If you do not supply a role key, the web service tries to find a role for 
the user and company specified in the context object.  

• If only one role can be found, that role is used.  
• If more than one role is found, or no roles are found, the default role 

is used.  
• To use a policy instance for a specific role, make sure to specify the 

RoleKey property on the Context object. Otherwise, it is best to 
leave the RoleKey property empty. This enables the web service 
administrator to control which policy instances are used based on the 
role to which a user is assigned.  

Configure Policy Programmatically 

After the web service application has retrieved a policy instance, decide whether 
to change the values for external behaviors. This process involves locating the 
external behavior in the policy instance, finding the behavior option to use, and 
setting the selected behavior option. 
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Use the Dynamics GP Web Service Reference to find the GUID associated to the 
external behavior. The reference also provides the ID of the behavior option. The 
following sample demonstrates how the “Bin Quantity Shortage” behavior for the 
UpdateSalesOrder policy is set. 

1. Find the behavior in the policy instance. 

//C# 

internal void UpdateSalesOrder() 

{ 

Policy salesOrderUpdatePolicy; 

Behavior binShortageBehavior; 

Guid behaviorGUID; 

BehaviorOption binShortageBehaviorOption; 

int behaviorOptionID; 

 

//Create an instance of the Web service and use the default 
//credentials 

DynamicsGP wsDynamicsGP = new DynamicsGP(); 

wsDynamicsGP.UseDefaultCredentials = true; 

CompanyKey companyKey; 

Context context; 

context = new Context(); 

companyKey = new CompanyKey(); 

companyKey.Id = (-1); 

context.OrganizationKey = (OrganizationKey)companyKey; 

context.CultureName =“en-US”; 

 

//Retrieve the update policy for sales orders 

salesOrderUpdatePolicy = 
wsDynamicsGP.GetPolicyByOperation(“UpdateSalesOrder”, 
context); 

 

//Find the behavior in the list from Web Service Reference 

behaviorGUID = new Guid(“67e5073d-b69e-4526-8079-
1a691d475c48”); 

binShortageBehavior = new Behavior(); 

foreach (Behavior b in salesOrderUpdatePolicy.Behaviors) 

{ 

if (b.Key.Id == behaviorGUID) 

{ 

//Behavior was found 

binShortageBehavior = b; 

break; 

} 

} 

} 
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'VB .NET 

Friend Sub UpdateSalesOrder 

 

Dim salesOrderUpdatePolicy As Policy 

Dim binShortageBehavior As Behavior 

Dim behaviorGUID As Guid 

Dim binShortageBehaviorOption As BehaviorOption 

Dim behaviorOptionID As Integer 

 

'Create an instance of the Web service and use the default 
'credentials 

Dim wsDynamicsGP As New DynamicsGP 

wsDynamicsGP.UseDefaultCredentials = True 

 

Dim companyKey as CompanyKey 

Dim context as Context 

context = new Context() 

companyKey = new CompanyKey() 

companyKey.Id = (-1) 

context.OrganizationKey = CType(companyKey, 
OrganizationKey) 

context.CultureName =“en-US” 

 

'Retrieve the update policy for sales orders 

salesOrderUpdatePolicy = 
wsDynamicsGP.GetPolicyByOperation(“UpdateSalesOrder”, 
context) 

 

'Find the behavior in the list from Web Service Reference 

behaviorGUID = new Guid(“67e5073d-b69e-4526-8079-
1a691d475c48”) 

binShortageBehavior = new Behavior() 

Dim b As New Behavior() 

 

For Each b in salesOrderUpdatePolicy.Behaviors 

If b.Key.Id = behaviorGUID Then 

'Behavior was found 

binShortageBehavior = b 

Stop 

End If 

Next 

 

End Sub 
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2. Find the behavior option to override bin quantity shortage. This code 
is added after the for each code block. 

//C# 

//Find the behavior option from Web Service Reference 

behaviorOptionID = 1; 

binShortageBehaviorOption = new BehaviorOption(); 

foreach (BehaviorOption bo in binShortageBehavior.Options) 

{ 

if (bo.Key.Id == behaviorOptionID) 

{ 

//Behavior option was found 

binShortageBehaviorOption = bo; 

break; 

} 

} 

 

'VB .NET 

'Find the behavior option from Web Service Reference 

behaviorOptionID = 1 

binShortageBehaviorOption = new BehaviorOption() 

 

Dim bo as BehaviorOption 

 

For Each bo in binShortageBehavior.Options 

If bo.Key.Id = behaviorOptionID Then 

'Behavior option was found 

binShortageBehaviorOption = bo 

Stop 

End If 

Next 

 
3. Find the behavior option to override bin quantity shortage. This code 

is added after the for each code block. 

//C# 

//Set selected behavior option 

binShortageBehavior.SelectedOption = 
binShortageBehaviorOption; 

 

'VB .NET 

'Set selected behavior option 

binShortageBehavior.SelectedOption = 
binShortageBehaviorOption 

Set the selected behavior option for the “Bin Quantity Shortage” behavior. 

The policy instance for the UpdateSalesOrder policy is now ready to be passed to 
the UpdateSalesOrder method. 
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Lab 5.3 - Update Create Customer Policy 
Scenario 

A customer class has been created to default values for new customers. Verify 
that new customers created by using the class together with the Dynamics GP 
Web Service defaults the appropriate values. 

Challenge Yourself 
1. Open the correct console application.  
2. Locate the policy that controls the default behavior for the customer 

class.  
3. Change the behavior option.  

Need a Little Help? 
1. Open the Dynamics Security Console.  
2. Expand the Policy node, expand the Customer node, and then click 

Create Customer Policy.  
3. Location the behavior to change  
4. Change the behavior option to Use Customer Class.  
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Summary 
This content included information about how to restrict user access to Microsoft 
Dynamics GP data, view exception information, and use policies to control how 
business objects are created, updated, deleted, or voided.  

The Dynamics Security Console and Dynamics GP Web Services Exceptions 
console Management Tools are used to manage permissions, exceptions, and 
policies for the Web Services for Microsoft Dynamics GP. 

• Use the Dynamics Security Console to manage user and group 
permissions. 

• Exceptions can be viewed through the Dynamics GP Web Services 
Exceptions console and are also returned to the code making the call. 

Also included in this chapter was information about the policy system. Policies 
provide control over how business objects are created, updated, deleted, or 
voided and consist of a set of behaviors related to the operation being performed. 

Use the information provided in this chapter to meet specific business 
requirements. 
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Test Your Knowledge 
Test your knowledge with the following questions.  

Security 

1. The user making a Dynamics GP Web Service call does not have to be 
associated with a Role. 

( ) True 
( ) False 

2. Resetting IIS is required for changes that you make in the Dynamics Security 
Console and policy system to take effect. 

( ) True 
( ) False 

Exceptions 

3. An exception occurs when you call a Dynamics GP Web Service method. Is 
the exception returned to the caller? 

( ) Yes 
( ) No 

Policy 

4. Which one of the following policies does not exist? 

( ) Create Customer Policy 
( ) Void Purchase Order Policy 
( ) Get Pricing Policy 
( ) Delete Sales Order Policy 
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Lab 5.1 - Set Permissions (Solution) 
Scenario 

You have created a method that calls the GetSalesOrderList method. However, 
the web service call fails when it is run from your computer because you are not 
authorized to make the call. You must create the appropriate permissions for the 
current user so that you can successfully call the GetSalesOrderList method. 

1. Open the Dynamics Security Console. Click Start, point to 
Administrative Tools, and then click Dynamics Security Console.  

2. Expand the Microsoft Dynamics Security node, and then expand 
the DynamicsGPWebServices node.  

3. Click Roles, click Action, and then click New to create a new role.  
4. In the New Role window, type ViewSalesOrder for the name, and 

then click Add.  
5. In the Add Role Definition window, on the Tasks tab, click Sales, 

select the View Sales Transactions check box, and then click OK.  
6. On the New Role window, click OK.  
7. In the Dynamics Security Console, click Role Assignments, click 

Action, and then click Add.  
8. In the Add Role Assignments window, in the Role drop down list, 

select ViewSalesOrder, and then click Add Windows Users.  
9. In the Select Users window, type Administrator, click Check 

Names, and then after the name is verified, click OK. The User you 
added will be available in the Add Role Assignments window.  

10. Select the check box next to TWO in the list of companies to grant 
access to the sample company, and then OK.  

11. Reset IIS. Click Start, click Run, type iisreset, and then click OK.  
12. You now have the appropriate rights to call the GetSalesOrderList 

method. You can verify these rights by calling the ListSalesOrders 
method in the Customers class in the GP_DEV_TOOLKIT project.  
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Lab 5.2 - Create an Exception (Solution) 
Scenario 

You have created a method that calls the GetPricingList method. An exception is 
returned when trying to execute the call. View the exception in the Dynamics GP 
Web Services Exceptions console to determine the cause of the error. Using the 
detailed exception information, try to resolve the error message. 

Step by Step 
1.  Open the GP_DEV_TOOLKIT project. On the Form1 design view, 

add an additional button. Set the (Name) property to btnException 
and set the Text property to Exception. 

2. Add a new class named WSException to the GP_DEV_TOOLKIT 
project. This class generates an exception that you can view in the 
exception console. 

a. In Solution Explorer, right-click the 
GP_DEV_TOOLKIT solution, point to Add, and then 
click Class. 

b. Name the class WSException, and then click Add. 
 
3. Add a using or Imports statement to reference the Dynamics GP Web 

Service to the WSException class. 
4. Add a method named ListPricing to the class. In this method, call the 

GetPricingList method: 
 

//C# 

internal void ListPricing() 

{ 

CompanyKey companyKey; 

Context context; 

LikeRestrictionOfString priceLevelIdRestriction; 

PricingCriteria pricingCriteria; 

PricingSummary[] pricingSummaries; 

 

//Create an instance of the Web service 

DynamicsGP wsDynamicsGP = new DynamicsGP(); 

 

//Set the default credentials 

wsDynamicsGP.UseDefaultCredentials = true; 

 

//Create a context object and set the company information 

context = new Context(); 

companyKey = new CompanyKey(); 

companyKey.Id = (536); 

context.OrganizationKey = (OrganizationKey)companyKey; 
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context.CultureName ="en-US"; 

 

//Create a restriction object to retrieve items that have 

//a price level Id equal to Retail. 

priceLevelIdRestriction = new LikeRestrictionOfString(); 

priceLevelIdRestriction.EqualValue ="Retail"; 

 

//Create a pricing criteria object 

pricingCriteria = new PricingCriteria(); 

pricingCriteria.PriceLevelId = priceLevelIdRestriction; 

 

//Retrieve the list of pricing summary objects 

pricingSummaries = 
wsDynamicsGP.GetPricingList(pricingCriteria, context); 

} 

 

'VB .NET 

Friend Sub ListPricing() 

 

Dim companyKey As CompanyKey 

Dim context As Context 

Dim priceLevelIdRestriction As LikeRestrictionOfString 

Dim pricingCriteria As PricingCriteria 

Dim pricingSummaries() As PricingSummary 

 

'Create an instance of the Web service 

Dim wsDynamicsGP As New DynamicsGP() 

 

'Set the default credentials 

wsDynamicsGP.UseDefaultCredentials = True 

 

'Create a context object and set the company information 

context = new Context() 

companyKey = new CompanyKey() 

companyKey.Id = (536) 

context.OrganizationKey = CType(companyKey, 
OrganizationKey) 

context.CultureName ="en-US" 

 

'Create a restriction object to retrieve items that have 

'a price level Id equal to Retail. 

priceLevelIdRestriction = new LikeRestrictionOfString() 

priceLevelIdRestriction.EqualValue ="Retail" 

 

'Create a pricing criteria object 

pricingCriteria = new PricingCriteria() 

pricingCriteria.PriceLevelId = priceLevelIdRestriction 

 



Microsoft Official Training Materials for Microsoft Dynamics ™ 
Your use of this content is subject to your current services agreement 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Developer Toolkit for Microsoft Dynamics GP 10.0 

5-30 

'Retrieve the list of pricing summary objects 

pricingSummaries = 
wsDynamicsGP.GetPricingList(pricingCriteria, context) 

End Sub 

 
5. Add code to the click event of the btnException control to call the 

ListPricing method located in the WSException class: 
 

//C# 

private void btnException_Click(object sender, EventArgs e) 

{ 

WSException exception = new WSException(); 

exception.ListPricing(); 

} 

 

'VB .NET 

Private Sub btnException_Click(object sender, EventArgs e) 

 

Dim WSException As New WSException() 

WSException.ListPricing() 

End Sub 

 
6. Set a breakpoint to enter break mode so that you can step through 

code in the WSException class as it is executed. Set the breakpoint 
on the following line of code: 

 
//C# 

exception.ListPricing(); 

 

'VB .NET 

exception.ListPricing 
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7. Build the solution and resolve any error messages that are returned. 
Click Build and then click Build GP_DEV_TOOLKIT. 

8. Click Debug, and then click Start Debugging to run your 
application. On the Windows Application, click Exception and then 
step through the ListPricing method to view the exception. You will 
receive an unhandled SoapException as shown in the following 
screenshot. 

 

 
FIGURE 5.13 UNHANDLED EXCEPTION 

9. Stop debugging, and then open the Dynamics GP Web Services 
Exceptions console. Click Start, point to Administrative Tools, and 
then click Dynamics GP Web Service Exception Management 
Console. 

10. Expand the Web Services Exceptions node, and then click All 
Exceptions to view the error message. 

11. Double-click the exception to view the error message. The error 
message says: 
 
Microsoft.Dynamics.Security.NonExistentSecurityObjectException:  
The security object does not exist. Key = 536 

 
12. The error message is caused by setting the company ID incorrectly. 

Return to Visual Studio, and in the ListPricing method, change the 
Company ID from 536 to -1.  
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//C# 

//Specify which company to use (sample company) 

companyKey = new CompanyKey(); 

companyKey.Id = (-1); 

 

'VB .NET 

'Specify which company to use (sample company) 

companyKey = new CompanyKey() 

companyKey.Id = (-1) 

 
13. Rebuild the solution, and retest the ListPricing method. 
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Lab 5.3 - Update Create Customer Policy (Solution) 
Scenario 

A customer class has been created to default values for new customers. Verify 
that new customers created by using the class together with the Dynamics GP 
Web Service defaults the appropriate values. 

1. Open the Dynamics Security Console. Click Start, point to 
Administrative Tools, and then click Dynamics Security Console.  

2. Expand the Microsoft Dynamics Security node, expand the 
DynamicsGPWebServices node, expand the Policy node, expand 
the Customer node, and then click Create Customer Policy.  

3. In the Create Customer Policy pane, click Customer Class 
Defaulting Behavior. In the Actions pane, click Properties.  

4. In the Policy Instance Properties window, click Customer Class 
Defaulting Behavior. Toward the bottom of the screen is a Behavior 
Option drop down list.  

5. Change the Behavior Option to Use Customer Class and then click 
OK. You now have updated the customer class defaulting behavior 
to use the customer class to default values.  
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Quick Interaction: Lessons Learned 
Take a moment and write down three Key Points you have learned from this 
chapter: 

1. 

 

 

 

 

2. 

 

 

 

 

3. 
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Solutions 
Test Your Knowledge 

Security 

1. The user making a Dynamics GP Web Service call does not have to be 
associated with a Role. 

( ) True 
(•) False 

2. Resetting IIS is required for changes that you make in the Dynamics Security 
Console and policy system to take effect. 

(•) True 
( ) False 

Exceptions 

3. An exception occurs when you call a Dynamics GP Web Service method. Is 
the exception returned to the caller? 

(•) Yes 
( ) No 

Policy 

4. Which one of the following policies does not exist? 

( ) Create Customer Policy 
( ) Void Purchase Order Policy 
(•) Get Pricing Policy 
( ) Delete Sales Order Policy 
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